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hybrid encryption on the client-side to seamlessly protect both text
and image data within a single application remains unexplored. This

Keyword: study introduces SmartNotes, a web-based application safeguarding
RC4 text and image notes through an innovative hybrid encryption system
XChaCha20 synergistically combining RC4 and XChaCha20 algorithms. A key
ChaCha20 contribution is the full client-side execution of encryption-decryption
SmartNotes processes, eliminating server dependencies and significantly
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reinforcing data confidentiality. The hybrid design strategically
utilizes RC4 for rapid data processing and XChaCha20 for robust
cryptographic protection, creating an optimal balance between
performance and security. System performance was rigorously
evaluated using seven private datasets under diverse key conditions.
Testing methodology included comprehensive assessment of
processing speed, data integrity verification, and resistance against
unauthorized access attempts. Results demonstrated flawless data
restoration across all test cases, validating robustness and reliability.
Encryption averaged 1.5 seconds, while decryption required 20.20
seconds metrics well-suited for practical web environments. These
findings affirm SmartNotes delivers a secure, autonomous, user-
centric solution for digital note management, advancing applied
cryptography through a novel client-side hybrid encryption
paradigm. This approach successfully balances strong security with
practical performance, making it suitable for securing data in
everyday web applications.
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1. Introduction

Digital notes serve as essential tools for efficiently storing personal information, including sensitive
data such as passwords, financial records, and confidential documents. With the growing adoption of web-
based applications accessible across multiple devices [1], the demand for advanced data security
mechanisms has become increasingly critical to safeguard user privacy. Secret key-based encryption stands
as a cornerstone of data protection, ensuring exclusive user access through cryptographic keys [2]. When
implemented directly on the client side [3], this approach enhances security by preventing raw data
transmission and optimizes efficiency in processing both text and image content.

Among cryptographic solutions, RC4 [4], delivers exceptional speed and lightweight efficiency, making
itideal for resource-constrained web environments. Complementing this, XChaCha20 [5] provides state-of-
the-art security through its 256-bit key, 192-bit nonce and HChaCha20-based keystream generation,
ensuring robust protection against evolving cryptographic threats [6]. The strategic integration of
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XChaCha20's advanced security framework with RC4's rapid processing capabilities establishes a
complementary synergy, achieving an optimal equilibrium between computational performance and data
protection.

Previous research has predominantly explored various cryptographic approaches with specific
limitations. The study by R.K. Abdullah et al. [7] discusses implementing AES-RSA hybrid encryption for
salary slip distribution system, but this solution remains dependent on server-side processing which
creates centralized risk. Research by W.B. Nugroho et al. [8] develops digital image encryption using
ChaChaZ20 that is robust, but focuses only on image data without considering hybrid approach with other
algorithms. The work of A.R. Nurjaman and S. Umaroh [9] explores the combination of RC4 and SHA3-512
for database security, but the implementation is limited to text and does not cover multimedia content. P.S.
Ramadhan et al. [10] investigates transaction data security using AES and RC4, but does not integrate
XChaCha20 which offers significant security enhancement. Meanwhile, LKW.A.P. Ambara and B.G.K.
Yudistira [3] analyze the effectiveness of client-side encryption on Google Drive, but this research does not
explore the hybrid RC4-XChaCha20 architecture. Furthermore, most existing solutions remain dependent
on server-side processing [11], introducing operational dependencies and potential attack surfaces [12].
This gap underscores the significant opportunity to innovate a fully client-side hybrid encryption
framework capable of comprehensively and autonomously securing multimodal data like text and images.

Addressing this need, the present study introduces SmartNotes, a web-based digital note-taking
application implementing a novel hybrid encryption system [13] that strategically merges RC4 and
XChaCha20. By executing all cryptographic processes entirely on the client side via JavaScript, SmartNotes
eliminates server dependencies while ensuring end-to-end data privacy. The research utilizes seven distinct
private datasets comprising various text and image formats collected directly from user inputs, including
personal notes, documents, and images with sizes ranging from 100 KB to 1.5 MB, to ensure comprehensive
evaluation under realistic conditions. The system employs layered encryption [14] to protect both text and
image notes, which were evaluated with rigorous evaluation of accuracy, processing speed, and key-input
resilience. This research pioneers a client-side hybrid encryption paradigm for digital notes, delivering a
secure, efficient, and autonomous platform for personal information protection [15].

2. Research Methodology

This research addresses the growing demand for enhanced security in digital note-taking applications
by developing a robust protection system to safeguard sensitive information. To achieve this, a hybrid
encryption system [16] strategically combining RC4 and XChaCha20 was designed and implemented into a
web-based application using HTML, CSS, and JavaScript. The overall research flow is presented in Figure 1.

2.1 Research Flowchart
Figure 1 illustrates the systematic research methodology comprising five key stages. Each stage is
elaborated as follows:

e Test Data Determination: This initial stage involved preparing seven distinct datasets with various
text and image formats collected from genuine user inputs to simulate real-world usage scenarios.

e Algorithm Selection: This stage focused on evaluating and selecting appropriate cryptographic
algorithms, ultimately choosing RC4 for its high-speed processing capabilities and XChaCha20 for
its robust security features with 256-bit key and 192-bit nonce.

e System Implementation: The development stage encompassed building the web-based application
using HTML, CSS, and JavaScript, integrating the hybrid encryption framework with full client-side
execution.

e Encryption-Decryption Testing: Comprehensive testing was conducted using all prepared datasets
under various key conditions, including both correct and incorrect key scenarios to validate system
functionality and security mechanisms.

e System Evaluation: The final stage involved rigorous assessment of system performance metrics
including processing speed, data integrity verification, accuracy, and key-input resilience across all
test cases.

The sequential execution of these stages ensured systematic development and thorough validation of
the SmartNotes application, providing a structured approach to achieving the research objectives.
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Figure 1. Research Flowchart

2.2 Test Data
Seven private datasets were used as test data, consisting of text-only notes and notes combining text

with images [17]. The datasets were collected from actual user inputs with the following specifications:

Data Sources: User-generated notes and personal images

Data Quantity: 7 distinct datasets

Data Types: 2 text-only datasets, 5 text+image datasets

Text Content: 50-700 characters per dataset

Image Files: JPG/PNG formats, 100 KB - 1.5 MB
Private data was used to maintain confidentiality and control experimental variables. Each dataset
tested encryption-decryption accuracy with both correct and incorrect keys.

2.3 Algorithms

The encryption process employs a sophisticated two-layer approach [18]. Initially, RC4 generates a
pseudorandom keystream using the Key Scheduling Algorithm (KSA) and Pseudo-Random Generation
Algorithm (PRGA), encrypting plaintext via XOR operations. To achieve an optimal balance between speed
and comprehensive security, the intermediate ciphertext undergoes secondary encryption using
XChaCha20, which leverages a 192-bit nonce and HChaCha20 function to derive a cryptographically strong
subkey. Decryption follows the reverse sequence, commencing with XChaCha20 and proceeding with RC4,
as illustrated in Figure 2
Encryption Process (Left Side):

The encryption begins when the user inputs note content and provides a secret key. The system first
checks if image data is present. For text-only notes, RC4 encryption processes the data directly using the
provided key. When images are included, the system converts them to Base64 format before applying RC4
encryption. The RC4-encrypted output then undergoes secondary encryption using XChaCha20, which
utilizes the HChaCha20 process for subkey generation and performs 20 rounds of ChaCha permutation. The
final hybrid-encrypted data is stored locally in the system.

Decryption Process (Right Side):

Decryption initiates when the user selects an encrypted note and provides the decryption key. The
system retrieves the hybrid-encrypted data from local storage and begins with XChaCha20 decryption,
reversing the ChaCha20 permutation process. The intermediate result then undergoes RC4 decryption
using the same key. For notes containing images, the system reconverts the Base64 data back to image
format. The final output displays the original note content, successfully restoring both text and images to
their pre-encrypted state.

The system incorporates a validation mechanism where failed J[SON parsing due to incorrect keys
triggers error messages, providing integrated security against unauthorized access [19].

2.3.1 RC4 Algorithms
The RC4 algorithm [20] is a renowned stream cipher that efficiently generates a pseudorandom

keystream and encrypts data byte-by-byte using XOR operations.
The RC4 process comprises four optimized steps:

e Initialization of array S

e Key setup via the Key Scheduling Algorithm (KSA)

e Keystream generation using the Pseudo-Random Generation Algorithm (PRGA), and

e Encryption/decryption through XOR operations between plaintext and the keystream.
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Figure 3. SmartNotes Usage Scheme

2.3.2 XChaCha20 Algorithms

XChaCha20 represents an advanced evolution of ChaCha20, utilizing a 192-bit nonce to deliver
superior cryptographic security.
The algorithm executes three critical steps:
e Subkey generation through the HChaCha20 process
e  State reinitialization and ChaCha permutation over 20 rounds to produce the keystream block,
and
e Encryption via XOR operations between plaintext and the keystream generated by the
ChaChaBlock function.

2.4 Usage Scheme

As depicted in Figure 3, application usage commences with the user entering a note title and content,
supplemented by an optional image attachment. The user then inputs an encryption key serving as a
fundamental data protection mechanism before clicking the Save Note button to store the encrypted note
[21]. To retrieve a note, the user selects the title from the list and enters the decryption key. The system
employs a dynamic security response for incorrect keys, updating the displayed ciphertext based on failed
attempts to prevent unauthorized access. Upon correct key entry, the system seamlessly restores the
original note content, including text and images. This mechanism ensures robust protection of personal data
[22] while enabling efficient access for authorized users and facilitating comparative analysis of pre- and
post-encryption/decryption states.

3. Results and Discussions

3.1 Results
This study evaluated the performance of a hybrid encryption algorithm (RC4 and XChaCha20) in
processing both text and image data by measuring computation time [23] across various scenarios. The
results showed that the system was able to execute both encryption and decryption processes efficiently
with consistent execution times.
Table 1. Test Data

Plaintext Description

Text Text Length Image Size

Animals are diverse living beings. They play key roles in 151 character 106 kb
nature, from tiny insects to large mammals, each with

unique traits and behaviors.

Tire repair is a service that fixes punctured or damaged 303 character 192 kb
tires. Using tools like patches or plugs, workers seal leaks
to restore tire function. It's essential for vehicle safety,
preventing accidents caused by flat or leaking tires, and

ensuring smooth driving on the road.

Mountain scenery offers breathtaking views with towering 512 character 1.13 mb
peaks, lush green valleys, and crisp, fresh air. The -
landscape is often covered with forests, rivers, and
sometimes snow-capped summits that glisten under the
sunlight. It brings a sense of peace and wonder, making it a
favorite destination for nature lovers, hikers, and view.jpg

| |
Available online: https://ejournal.ubhara.ac.id/jeecs | 146 |



JEECS (Journal of Electrical Engineering and Computer Sciences)

Vol. 10, No. 2, December 2025, pp. 142-151

e-ISSN: 2579-5392 p-ISSN: 2528-0260
|

photographers seeking tranquility and inspiration in the
beauty of the natural world.

Fish are aquatic animals that live in both freshwater and
saltwater environments. They come in a wide variety of
shapes, sizes, and colors. Fish breathe through gills and use
fins to swim. Many species are important for ecosystems
and human diets, making them valuable both ecologically
and economically.

A father is a guiding figure in a child’s life, offering
protection, wisdom, and unconditional love. He works hard
to support the family, often sacrificing his own needs to
ensure his children have the best opportunities. A father
teaches important life values such as responsibility,
respect, and perseverance. His presence brings a sense of
security and strength. Whether through gentle advice or
firm guidance, a father plays a vital role in shaping a child's
character and future. His love may not always be shown
through words, but it is deeply felt through actions,
dedication, and endless support.

Life feels like a rollercoaster sometimes. One moment I'm
laughing, the next I'm overwhelmed with thoughts I can’t
explain. I try to stay strong, to smile through the pain, but
deep down, I'm still figuring things out. It’s not always easy,
and I don’t always know what I'm doing. But I guess that’s
what life is a mix of confusion, growth, and small moments
of peace that make it all worth it. 'm learning, slowly, to be
okay with not having all the answers.

Slow mornings, warm coffee, clear mind.

362 character

700 character

586 character

4.0 character

590 kb

271kb

Table 2. Process Encrypt and Decrypt

No Process

Message

Result

1 Encryption

Decryption
(animal.jpg)
2 Encryption

Decryption
(tire.jpg)

3 Encryption
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Animals are diverse living beings. They play key roles in nature, from tiny insects to
large mammals, each with unique traits and behaviors.
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Tire repair is a service that fixes punctured or damaged tires. Using tools like patches
or plugs, workers seal leaks to restore tire function. It's essential for vehicle safety,
preventing accidents caused by flat or leaking tires, and ensuring smooth driving on the
road.
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Mountain scenery offers breathtaking views with towering peaks, lush green valleys,
and crisp, fresh air. The landscape is often covered with forests, rivers, and sometimes
snow-capped summits that glisten under the sunlight. It brings a sense of peace and
wonder, making it a favorite destination for nature lovers, hikers, and photographers
seeking tranquility and inspiration in the beauty of the natural world.
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Fish are aquatic animals that live in both freshwater and saltwater environments. They
come in a wide variety of shapes, sizes, and colors. Fish breathe through gills and use
fins to swim. Many species are important for ecosystems and human diets, making
them valuable both ecologically and economically.
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A father is a guiding figure in a child’s life, offering protection, wisdom, and
unconditional love. He works hard to support the family, often sacrificing his own
needs to ensure his children have the best opportunities. A father teaches important
life values such as responsibility, respect, and perseverance. His presence brings a
sense of security and strength. Whether through gentle advice or firm guidance, a
father plays a vital role in shaping a child's character and future. His love may not
always be shown through words, but it is deeply felt through actions, dedication, and
endless support.
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Life feels like a rollercoaster sometimes. One moment I'm laughing, the next I'm
overwhelmed with thoughts I can’t explain. I try to stay strong, to smile through the
pain, but deep down, I'm still figuring things out. It's not always easy, and [ don’t always
know what I'm doing. But I guess that’s what life is a mix of confusion, growth, and
small moments of peace that make it all worth it. 'm learning, slowly, to be okay with
not having all the answers.
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Slow mornings, warm coffee, clear mind.

Table 3. Execution Time of Encryption and Decryption Process

Type of Plain text ~ Encryption Time(s) Decryption Time(s)
Plaintext 1 1.35 12.18

Available online: https://ejournal.ubhara.ac.id/jeecs | 148 |



JEECS (Journal of Electrical Engineering and Computer Sciences)
Vol. 10, No. 2, December 2025, pp. 142-151
e-ISSN: 2579-5392 p-ISSN: 2528-0260

T .

Plaintext 2 1.62 24.67
Plaintext 3 2.73 47.38
Plaintext 4 2.01 29.43
Plaintext 5 1.56 26.15
Plaintext 6 0.73 0.98
Plaintext 7 0.52 0.61

Average 1.50 20.20
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Figure 5. Ciphertex't with Incorrect Key

All parameter combinations tested on the system produced consistent encryption and decryption
processes, in which data was successfully restored to its original form without alteration. This indicates that
the layered encryption scheme applied namely RC4 and XChaCha20 functioned optimally in maintaining
data integrity across all test configurations. The absence of errors in data transformation demonstrates that
the system operated stably and accurately during implementation [24].

The test results show that the encryption process had an average execution time of 00:01.50 seconds,
while the decryption process required a slightly longer average of 00:20.20 seconds. Although decryption
took more time, the time difference remained within an acceptable range for a client-side web-based
application. These findings indicate that implementing a two-layer encryption system (hybrid encryption)
is still capable of maintaining the system’s overall performance without introducing significant delays in
either the encryption or decryption process [25].

Figure 4 also shows that the decryption results in SmartNotes successfully restored the original
content input by the user, including both text and image data. Figure 5 illustrates the system output when
decryption is executed using an incorrect key. For text data, the decryption result appears as meaningless
random characters (ciphertext), while for combined text and image data, the output consists of complex
symbols resembling links or code, indicating corrupted data structure caused by key mismatch.

3.2 Discussions

The evaluation results indicate that the hybrid encryption system performs adequately for basic note-
taking scenarios, with encryption and decryption times of 1.5 seconds and 20.20 seconds respectively.
However, the significant performance gap and scalability limitations evidenced by 47.38-second decryption
for 1.13MB files highlight opportunities for substantial optimization.

For future research, more sophisticated approaches should be explored to address these limitations.
Parallel processing implementation using Web Workers could distribute computational load across
multiple threads, potentially reducing decryption times significantly. WebAssembly integration may
provide near-native execution speed for cryptographic operations, while adaptive encryption schemes
could dynamically adjust cryptographic layers based on file characteristics and usage patterns. Additionally,
hardware acceleration through emerging web technologies and progressive decryption techniques would
enhance performance for larger files and improve user experience. These technical advancements would
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transform the system from a basic prototype into a robust framework capable of handling diverse
application scenarios while maintaining strong security guarantees.

4. Conclusion

This study successfully developed SmartNotes, a client-side web application implementing a hybrid
encryption scheme (RC4 + XChaCha20) to secure digital notes. The system demonstrated flawless accuracy
in encryption-decryption across all test scenarios, achieving optimal performance with average times of 1.5
seconds (encryption) and 20.20 seconds (decryption). This confirms an effective balance between
computational speed and robust security. A significant contribution of this work is the full execution of
cryptographic processes locally on the client side, eliminating server dependencies and substantially
mitigating data leakage risks. By design, SmartNotes leverages user-provided encryption keys as a
deliberate security measure, ensuring end-to-end data sovereignty. The application thus delivers a secure,
autonomous, and practical solution for managing sensitive digital notes. Future work will prioritize
performance optimization for mobile platforms and enhanced key management protocols to broaden
usability while maintaining stringent security standards.
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